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Non-orthogonal Eve’s probe (at most 4-dim)

|0〉|ε〉 −→ |0〉|ε00〉+ |1〉|ε01〉 |+〉|ε〉 −→ |+〉|ε++〉+ |−〉|ε−+〉
|1〉|ε〉 −→ |0〉|ε10〉+ |1〉|ε11〉 |−〉|ε〉 −→ |+〉|ε+−〉+ |−〉|ε−−〉
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Eavesdropping Simulation
A. Ceré et. al, PRL 96, 200501 (2006)

Same unitary operation on the forward and backward paths
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Mutual Information

The Shannon Mutual Information I(α, β) can be
estimated from the QBER
Condition for distillation of a secure key:
I(A, B) ≥ min[I(A, E), I(B, E)]
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Mutual Information

I(A, B) ≥ I(B, E) always

I(A, B) ≥ I(A, E) for QAB ≤∼ 19% (∼ 15% for BB84)
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Imperfect Equipment
Losses

Faint-Pulses: attenuated laser which
accidentally/uncontrollably contains more than one photon
Detectors:

avalanche (click or no-click)
quantum efficiency less than one
dark counts

Lossy channel: photons are lost in a double-trip

Relevant Threat

PNS-attack
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Imperfect Equipment
Secure Rate [Following N. Lütkenhaus, PRA, 61, 052304 (2000)]

P. D. Townsend, IEEE Photonics Technol. Lett., 10, 1048 (1998)

λ = 830 nm
α = 2.5 dB/Km
Γc = 8 dB
dB =
5 10−8 cnts/slot
ηB = 0.5
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Conclusion

Results

We have shown an experimental test of LM05.

Modulating the noise on the channel to simulate Eve’s IIA disturbance, we
have estimated the mutual informations and shown the range of security of
the protocol for IIA on lossless channel.

Higher secure rate even for lossy channel and imperfect devices on
short-middle distances.

Improvements

No direct, contextual transmission of string of bits.

On the way

real-time running two-way protocol @1550nm.



Two-Way QCP

Review

LM05 Protocol
The Protocol

Message Mode

Control Mode

First Telecom
Window
Experiment

Incoherent Individual
Attack

Eavesdropping
Simulation

Imperfect Equipment

Third Telecom
Window
Phase Encoding

Summary

Conclusion

Results

We have shown an experimental test of LM05.

Modulating the noise on the channel to simulate Eve’s IIA disturbance, we
have estimated the mutual informations and shown the range of security of
the protocol for IIA on lossless channel.

Higher secure rate even for lossy channel and imperfect devices on
short-middle distances.

Improvements

No direct, contextual transmission of string of bits.

On the way

real-time running two-way protocol @1550nm.



Two-Way QCP

Review

LM05 Protocol
The Protocol

Message Mode

Control Mode

First Telecom
Window
Experiment

Incoherent Individual
Attack

Eavesdropping
Simulation

Imperfect Equipment

Third Telecom
Window
Phase Encoding

Summary

Conclusion

Results

We have shown an experimental test of LM05.

Modulating the noise on the channel to simulate Eve’s IIA disturbance, we
have estimated the mutual informations and shown the range of security of
the protocol for IIA on lossless channel.

Higher secure rate even for lossy channel and imperfect devices on
short-middle distances.

Improvements

No direct, contextual transmission of string of bits.

On the way

real-time running two-way protocol @1550nm.



Two-Way QCP

Review

LM05 Protocol
The Protocol

Message Mode

Control Mode

First Telecom
Window
Experiment

Incoherent Individual
Attack

Eavesdropping
Simulation

Imperfect Equipment

Third Telecom
Window
Phase Encoding

Summary

Conclusion

Results

We have shown an experimental test of LM05.

Modulating the noise on the channel to simulate Eve’s IIA disturbance, we
have estimated the mutual informations and shown the range of security of
the protocol for IIA on lossless channel.

Higher secure rate even for lossy channel and imperfect devices on
short-middle distances.

Improvements

No direct, contextual transmission of string of bits.

On the way

real-time running two-way protocol @1550nm.



Two-Way QCP

Review

LM05 Protocol
The Protocol

Message Mode

Control Mode

First Telecom
Window
Experiment

Incoherent Individual
Attack

Eavesdropping
Simulation

Imperfect Equipment

Third Telecom
Window
Phase Encoding

Summary

Conclusion

Results

We have shown an experimental test of LM05.

Modulating the noise on the channel to simulate Eve’s IIA disturbance, we
have estimated the mutual informations and shown the range of security of
the protocol for IIA on lossless channel.

Higher secure rate even for lossy channel and imperfect devices on
short-middle distances.

Improvements

No direct, contextual transmission of string of bits.

On the way

real-time running two-way protocol @1550nm.



Two-Way QCP

Review

LM05 Protocol
The Protocol

Message Mode

Control Mode

First Telecom
Window
Experiment

Incoherent Individual
Attack

Eavesdropping
Simulation

Imperfect Equipment

Third Telecom
Window
Phase Encoding

Summary

Conclusion

Results

We have shown an experimental test of LM05.

Modulating the noise on the channel to simulate Eve’s IIA disturbance, we
have estimated the mutual informations and shown the range of security of
the protocol for IIA on lossless channel.

Higher secure rate even for lossy channel and imperfect devices on
short-middle distances.

Improvements

No direct, contextual transmission of string of bits.

On the way

real-time running two-way protocol @1550nm.



Two-Way QCP

Review

LM05 Protocol
The Protocol

Message Mode

Control Mode

First Telecom
Window
Experiment

Incoherent Individual
Attack

Eavesdropping
Simulation

Imperfect Equipment

Third Telecom
Window
Phase Encoding

Summary

Conclusion

Results

We have shown an experimental test of LM05.

Modulating the noise on the channel to simulate Eve’s IIA disturbance, we
have estimated the mutual informations and shown the range of security of
the protocol for IIA on lossless channel.

Higher secure rate even for lossy channel and imperfect devices on
short-middle distances.

Improvements

No direct, contextual transmission of string of bits.

On the way

real-time running two-way protocol @1550nm.



Two-Way QCP

Review

LM05 Protocol
The Protocol

Message Mode

Control Mode

First Telecom
Window
Experiment

Incoherent Individual
Attack

Eavesdropping
Simulation

Imperfect Equipment

Third Telecom
Window
Phase Encoding

Summary

Conclusion

Results

We have shown an experimental test of LM05.

Modulating the noise on the channel to simulate Eve’s IIA disturbance, we
have estimated the mutual informations and shown the range of security of
the protocol for IIA on lossless channel.

Higher secure rate even for lossy channel and imperfect devices on
short-middle distances.

Improvements

No direct, contextual transmission of string of bits.

On the way

real-time running two-way protocol @1550nm.



Two-Way QCP

Review

LM05 Protocol
The Protocol

Message Mode

Control Mode

First Telecom
Window
Experiment

Incoherent Individual
Attack

Eavesdropping
Simulation

Imperfect Equipment

Third Telecom
Window
Phase Encoding

Summary

Founding

IST – Integrated Project ‘Qubit Applications’ (QAP)

MIUR – FIRB 2001 and PRIN 2005
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